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Velox  i s  a  p ioneer  of  the  Ind ian  IT  In f ra  Moni tor ing  and Cyber

Secur i ty  domain .  We develop In format ion  Technology Secur i ty

Solut ions  and have been in  the  indust ry  throughout  the  las t

decade .  Velox  has  a  range of  wor ld-c lass  products  that  meet

Internat ional  Standards  in  terms of  qual i ty  and del ivery .  We

offer  our  so lut ions  to  many indust r ies ,  such as  the  BFSI  sector ,

Heal th  Care ,  Manufactur ing ,  and Indust r ia l  Automat ion  Systems

sector ,  jus t  to  name a  few.  

Wi th  Velox ’s  subs id iary  in  the  Un i ted States  of  Amer ica ,

presence in  7  countr ies  and 3  cont inents  and count ing ,  and the

inc lus ion  of  our  adopt ion  of  in ternat ional  s tandards  and

regulat ion ,  w i th  ISO 9001 :2015 ,  20000 & 27000 and PA-DSS

global  cer t i f icat ions  for  our  operat ions ,  Velox  i s  set  for  g lobal

dominat ion .

About
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Milestones
2019-2020:  As ian-Afr ican  Chambers  of  Commerce Award-

Excel lence in  Innovat ion  &  Technology

      

2018-2019:  C IO Tech -  Top 20  Most  Promis ing  Cyber  Secur i ty

Solut ions  Prov ider

      

2018-2019:  Bus iness  Connect  Magaz ine  -  The Company of  the

Year

      

2017–2018:  CTO Forum -  Best  Serv ice  Prov ider  in  Ind ia

      

2016-2017 :  L is ted in  C IO Magaz ine  as  Ind ia ’s  Top 20  Most

Promis ing  Bus iness  In te l l igence Solut ion  Prov ider

Regis tered Members  and Bus iness  Award Rec ip ients  of  such

f ine  Inst i tu t ions :



Unprotected endpoints  put  an  ent i re  bus iness  a t

r i sk  f rom threats ,  data  losses ,  and unauthor ized

access .  To  mi t igate  these r i sks ,  bus inesses

implement  endpoint  secur i ty ,  but  th is  can

chal lenge secur i ty  admin is t ra tors  in  mul t ip le

ways .

Creat ing  and managing new pol ic ies  for  desktops ,

laptops ,  Macs ,  and other  dev ices  becomes

compl icated .  In  add i t ion ,  engaging and educat ing

users  can  take  va luable  t ime away f rom

admin is t ra tors .

D i f ferent  r i sks  and groups  requ i re  d i f ferent  tools

to  manage and enforce  endpoint  and corporate

pol ic ies .

Managing a l l  these  aspects  requ i res  more  of  your

admin is t ra tor ’ s  t ime,  e f for t ,  and th ink ing  to

execute  wel l .
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Endpoint  secur i ty  i s  the  process  of  secur ing

var ious  endpoints  on  a  network .

Any  dev ice ,  such as  a  smartphone,  tab let ,  o r

laptop ,  prov ides  an  ent ry  po int  for  threats  that

need to  be  secured .

The need for  e f fect ive  endpoint  secur i ty

measures  has  been increased substant ia l ly ,

par t icu lar ly  in  l ight  o f  the  r i se  in  mobi le

threats .

Typ ica l ly  endpoint  secur i ty  so lut ions  prov ide

secur i ty  sof tware  insta l led  on  a  cent ra l  server

or  management  console  a long wi th  sof tware

insta l led  on  ind iv idual  dev ices .

Un i f ied  management  that  enforces ,  manages ,  and

reports  on  endpoints  in  a  s t ra ight forward  manner

has  been out  of  reach for  many admin is t ra tors .
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Appl icat ion  Whi te l i s t ing

Appl icat ion  B lack l i s t ing

Ful l  Hard  D isk  Encrypt ion

Data  Leak  Prevent ion/ Data  Loss  Prevent ion

Per formance Moni tor ing

USB Whi te l i s t ing

User  Whi te l i s t ing

IO Read and Wr i tes  Moni tor ing

Susp ic ious  User  Log in

Geo-Tagging Locat ion  of  Asset

Unused Assets

Heal th  Moni tor ing

Ava i lab i l i ty  Upt ime & Downt ime

Endpoint  s ta tus  

Threshold  Set t ing  for  CPU,  RAM,  Dr ivers .

Hardware  Moni tor ing

F i les  &  Folder  Moni tor ing

Webs i te  detect ion  &  prevent ion

F i le  &  Content  copy detect ion  &  prevent ion

L is t  o f  Ins ta l l/  Un insta l l  appl icat ion

Desktop in  LAN Moni tor ing

Aler ts  for  CPU,  Memory  &  D isk  Ut i l i za t ion  of  Desktops

Aler ts  on  use  of  Externa l  USB dev ices

Hardware  Inventory
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System Login/Logof f  Analyzer

In ternet  Connect ion  Moni tor ing

Window Patch  Management

Unauthor ized System Login

Operat ing  System Informat ion

Remote Desktop Management

Color  Codes  &  Sound a ler t  for  misuse or  Faul t

A ler ts  Secur i ty  in  7  forms

Data  or  In format ion  Thef t  A ler ts  o f  Data  Leak  Though

Copy Mode or  USB

Serv ice  Moni tor ing  Analyzer

F i les  &  Folder  Moni tor ing

L is t  o f  Ins ta l l/  Un insta l l  appl icat ion

Server  in  LAN status

R ight  Ass ignment

Windows Serv ice  Level  Moni tor ing

Non-Windows Servers  &  i ts  Serv ice  Moni tor ing

Cluster  check  

Aler ts  for  CPU,  Memory  &  D isk  Ut i l i za t ion  of  Servers

Aler ts  on  use  of  Externa l  USB dev ices

Autorun

Laptop Bat tery  Moni tor ing

Windows event  Moni tor ing

Avoid  Unexpected Shutdowns



Hardware  Inventory

Color  codes  &  Sound a ler t  for  misuse or  Faul t

System Login/Logof f  Analyze

Serv ice  Escalat ion  Matr ix

Window Patch  Management

Remote Desktop Management

URL Moni tor ing

Wake-On-LAN

Storage Server  Moni tor ing

DNS Moni tor ing  –  Telnet  Status  &  URL Status

Aler ts  for  H ighly  Usage Resources

Terminate  Appl icat ion (Process )  wh ich  tak ing  more

Memory ,  CPU consumpt ion

Sof tware  D is t r ibut ion ,  ins ta l la t ion  un insta l la t ion  f rom

endpoints

Pr in tscreen moni tor ing

Per iphera l  wh i te l i s t ing

USB whi te l i s t ing   Dev ice  Contro l

Webs i te  moni tor ing(URL f i l te r ing)  Webs i te  H is tory

Pr in t  moni tor ing

Emai l  aud i t ing (  Emai l  -  a t tachment  /  body par t )

Capture  Pendr ive  copy

Externa l  USB

Cl ipboard  moni tor ing

07

SecureIT   
EPSM | Features

®



shared fo lder  moni tor ing  (SharePoint  Permiss ions

Managemen)

dr ive  moni tor ing( f i le  and Folder  t rac ing)

autorun USB

content  awareness (Prevent  f i le  to  move outs ide  the

network )

Remote  Desktop for  Windows Mach ine

Trouble  Shoot ing  Mode

Read-Only  Access

Logs  Captur ing

Reports

Server  Moni tor ing

DNS Moni tor ing  

Storage Server  Moni tor ing

LUNs Moni tor ing

Aggregates  Moni tor ing

Volumes/Fi le  System Moni tor ing

Qtrees  Moni tor ing

Vf i le rs  Moni tor ing

DHCP Moni tor ing

DHCP Scope

DHCP Cl ients  Deta i ls

Network  Ut i l i za t ion  of  Server

Upt ime of  Server

Server  Topology
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Server  Heal th  Moni tor ing

VM Moni tor ing

Skype Moni tor ing

Skype Server  and Serv ices  Moni tor ing

Nutan ix  Moni tor ing  (HCI )

C luster  Bas ic  In fo

Cluster  BW Ut i l i za t ion

Cluster  Latency  Ut i l i za t ion

Cluster  IOPS Moni tor ing

Cluster  Heal th  Moni tor ing

Chatbot

Act ive  D i rectory

Vcare  Backup

Backup and restorat ion

Rapid  detect ion

Appl icat ion  and Dev ice  Contro l

Run commands on  c l ients  f rom the  management

server

Set  restar t  opt ions  for  c l ients

Quick  repor ts  and Scheduled repor ts

Quick  repor ts  and Scheduled repor ts

S i lent ly  Ins ta l l  the  agent  on  End-User  Mach ine

Data  Secur i ty

Cont inuous  Detect ion
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Secure IT  -  EPSM is  a  process  of  secur ing

endpoints  or  ent ry  po ints  of  end-user  dev ices

such as  desktops ,  laptops ,  and mobi le  dev ices

f rom be ing explo i ted  by  externa l  threats .

Secure IT  -  EPSM protects  these endpoints  on  a

network  or  in  the  c loud f rom cybersecur i ty

threats .

Secure IT  -  EPSM helps  in  Data  Loss  Prevent ion ,

Unauthor ized Access  of  Sof twares ,  OS

Harden ing and Appl icat ion  Whi te l i s t ing ,  and

many more  features .

Secure IT  -  EPSM prov ides  an  in-depth  ins ight  o f

an  endpoint  such as  Desktops ,  Servers ,  e tc  wi th

respect  to  heal th  checks  wi th  network

moni tor ing  and process ,  sof tware  &  secur i ty

pol ic ies ,  and in format ion .
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b r a n d s  w h o  t r u s t  u s

Visit us at: www.velox.co.in | https://veloxtech.us/
email: sales@velox.co.in


