
P R O D U C T
O V E R V I E W

V E L O X  

INDIA | USA | DUBAI | NEPAL | ZIMBABWE | MEXICO | SRI LANKA 

Vers ion  |  Q2 .2021

ScanPlus  Security Information and
Event Management

®



Velox  i s  a  p ioneer  of  the  Ind ian  IT  In f ra  Moni tor ing  and Cyber

Secur i ty  domain .  We develop In format ion  Technology Secur i ty

Solut ions  and have been in  the  indust ry  throughout  the  las t

decade .  Velox  has  a  range of  wor ld-c lass  products  that  meet

Internat ional  Standards  in  terms of  qual i ty  and del ivery .  We

offer  our  so lut ions  to  many indust r ies ,  such as  the  BFSI  sector ,

Heal th  Care ,  Manufactur ing ,  and Indust r ia l  Automat ion  Systems

sector ,  jus t  to  name a  few.  

Wi th  Velox ’s  subs id iary  in  the  Un i ted States  of  Amer ica ,

presence in  7  countr ies  and 3  cont inents  and count ing ,  and the

inc lus ion  of  our  adopt ion  of  in ternat ional  s tandards  and

regulat ion ,  w i th  ISO 9001 :2015 ,  20000 & 27000 and PA-DSS

global  cer t i f icat ions  for  our  operat ions ,  Velox  i s  set  for  g lobal

dominat ion .

About
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Milestones
2019-2020:  As ian-Afr ican  Chambers  of  Commerce Award-

Excel lence in  Innovat ion  &  Technology

      

2018-2019:  C IO Tech -  Top 20  Most  Promis ing  Cyber  Secur i ty

Solut ions  Prov ider

      

2018-2019:  Bus iness  Connect  Magaz ine  -  The Company of  the

Year

      

2017–2018:  CTO Forum -  Best  Serv ice  Prov ider  in  Ind ia

      

2016-2017 :  L is ted in  C IO Magaz ine  as  Ind ia ’s  Top 20  Most

Promis ing  Bus iness  In te l l igence Solut ion  Prov ider

Regis tered Members  and Bus iness  Award Rec ip ients  of  such

f ine  Inst i tu t ions :



In  the  ear ly  days  of  Cyber  Secur i ty ,  technolog ica l

innovat ion  centered around the  development  of

prevent ive  tools  that  could  s top cyber-at tacks  as  they

happened .  Tools  such as  host-based or  network-based

int rus ion  detect ion  systems,  f i rewal ls ,  and ant i -v i rus

sof tware  are  bu i l t  to  secure  the  network  aga inst  a t tacks .

Today 's  cyber-at tacks  are  of ten  so  soph is t icated that

wi thout  the  proper  tools ,  o rgan izat ions  may not  even

real ize  that  an  at tack  has  taken p lace .  Th is  rea l i ty  i s  why

an increas ing number  of  organ izat ions  are  re ly ing  on  the i r

log  f i les  as  a  means  of  moni tor ing  act iv i ty  on  the  IT

in f rast ructure  and mainta in ing  awareness  of  poss ib le

secur i ty  threats .  IT  organ izat ions  must  understand the

features  and capabi l i t ies  of  S IEM.  ScanPlus  S IEM is  a  rea l-

t ime event  data  col lect ion  and cor re lat ion  tool ,  wh ich

helps  the  organ izat ion  wi th  updated secur i ty  and

appl icat ion- level  in format ion .  I t  cor re lates ,  responds ,  and

aler ts  the  threat  analyzed in  the  source of  events .  

 ScanPlus  S IEM is  e f fect ive  in  secur i ty  orchest rat ion ,

automat ion ,  and response (SOAR)  so lut ion ,  i t  i s  poss ib le

to  ach ieve more ,  in  less  t ime,  wh i le  s t i l l  a l lowing for

human dec is ion-mak ing ,  a t  c r i t ica l  events .

03

ScanPlus   
SIEM | Overview

®



04

ScanPlus   
SIEM | Overview

®

To prov ide  repor ts  on  secur i ty- re la ted inc idents

and events ,  such as  successfu l  and fa i led  log ins ,

malware  act iv i ty ,  and other  poss ib le  mal ic ious

act iv i t ies .

To  send a ler ts  i f  ana lys is  shows that  an  act iv i ty

runs  aga inst  predetermined ru le  sets  and thus

ind icates  a  potent ia l  secur i ty  i ssue .

ScanPlus  S IEM col lects  and aggregates  log  data

generated throughout  the  organ izat ion 's  technology

inf rast ructure ,  f rom host  systems and appl icat ions  to

network  and secur i ty  dev ices  such as  f i rewal ls  and

ant iv i rus  f i l te rs .  ScanPlus  S IEM then ident i f ies  and

categor izes  inc idents  and events ,  as  wel l  as  analyzes

them.  The sof tware  del ivers  on  two main  ob ject ives ,

which  are  as  fo l lows :
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Events  Stor ing:  ScanPlus  S IEM Stores  the  data  for  a

longer  per iod  so  that  dec is ions  can  be made of f  o f

more  complete  data  sets .  Large networks  produce

mass ive  volumes of  data .  

ScanPlus  S IEM incorporates  features  that  support

ef f ic ient  retent ion  of  h igh  data  vo lumes for  requ i red

lengths  of  t ime .  A  h is tor ica l  repor t  can  be expor ted of

the  summar ized analys is  o f  the  par t icu lar  per iod .

Customizable  Dashboards :  Used to  analyze  (and

v isual ize )  data  to  recognize  pat terns  or  ta rget  act iv i ty

or  data  that  does  not  f i t  in to  a  normal  pat tern .

ScanPlus  S IEM inc ludes  dashboard ing features  that

enable  rea l- t ime moni tor ing ,  ScanPlus  S IEM

Dashboards  can of ten  be customized to  feature  the

most  important  or  re levant  data ,  increas ing the  overa l l

v is ib i l i ty  o f  the  network  and enabl ing  l ive  moni tor ing

in  rea l- t ime by  a  human operator .
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Escalat ing  v ia  Alerts :  When data  i s  gathered or

ident i f ied  that  t r iggers  cer ta in  responses  -  such as

a ler ts  or  potent ia l  secur i ty  problems -  ScanPlus  S IEM

can act ivate  cer ta in  protocols  to  a ler t  users ,  l i ke

not i f icat ions  sent  to  the  dashboard ,  an  automated

emai l ,  o r  text  message .  ScanPlus  S IEM can ident i fy

susp ic ious  event  log  act iv i ty ,  such as  repeated fa i led

log in  a t tempts ,  excess ive  CPU usage,  la rge data

t ransfers ,  and immediate  a ler t  IT  secur i ty  analysts

when a  poss ib le  IoC is  detected .

Integrat ion  Feas ib i l i ty :  Data  can  be gathered f rom

any number  of  s i tes  once ScanPlus  S IEM is  in t roduced,

inc lud ing servers ,  networks ,  databases ,  sof tware ,  and

emai l  systems .  The aggregator  a lso  serves  as  a

consol idat ing  resource before  data  i s  sent  to  be

corre lated or  reta ined .  ScanPlus  S IEM aggregates

event  logs  f rom a l l  operat ing  systems and

appl icat ions  wi th in  a  g iven network .
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Accurate  Correlat ion :  Sor ts  data  in to  packets  that  a re

meaningfu l ,  s imi la r ,  and share  common t ra i ts .  The

goal  i s  to  turn  data  in to  usefu l  in format ion .  ScanPlus

SIEM can use  mach ine  learn ing or  ru les-based

algor i thms to  draw connect ions  between events  in

d ifferent  systems .

Real-T ime Event  capture

Mult i  Log Sources

User  Act iv i ty  Monitor ing

Fi le  Integr i ty  Moni tor ing

Network  Secur i ty  Moni tor ing

Firewal l  Secur i ty  Management

Network  Secur i ty  Tools

Compl iance  Report

USB Secur i ty  Analyzer

DDoS Attacks  and Botnet  Detect ion

Import  Logs

Reports  and Alerts

FEATURES



b r a n d s  w h o  t r u s t  u s

Visit us at: www.velox.co.in | https://veloxtech.us/
email: sales@velox.co.in


